P-8: Administrative Procedures
Acceptable Employee Use of Internet,
Computers, and Network Resources
REFERENCES
Board Policy P-8

PROCEDURES FOR IMPLEMENTATION
I.

II.

III.

IV.

V.

VI.

Authority
A.
The district has the right to place restrictions on the use of equipment, resources, and materials employees
access or disclose through the district’s Internet, computers, and network resources (collectively “electronic
resources”).
B.
In general, all district employees are responsible for the efficient, ethical, and legal utilization of the district’s
electronic resources. Employees must therefore comply with all applicable local, state, and federal laws, board
policies, and administrative procedures in their use of such resources.
Access to District Electronic Resources
A.
Employees may be given access to the district’s electronic resources, including an account and password. This
access must not be shared, assigned, or transferred to another individual.
B.
The district will periodically require new registration and account information from its employees. Employees
must notify the district’s human resources department (HR) of any changes in account information (address,
phone, name, etc.). Once HR updates the information, the changes should start propagating to district systems
within 24 hours. If that does not occur, please contact the district’s information systems department (IT
department).
C.
This access has not been established as a public access service or a public forum.
Software Procurement and Installation Procedures
A.
If an employee wants to purchase or develop software for district use, the district’s IT department must give
written approval prior to the purchase or development.
B.
No employee shall install or distribute software without the appropriate license and approval of the district’s IT
department.
Privileges
A.
The use of the district’s electronic resources is a privilege, not a right. Inappropriate use may result in
disciplinary action up to and including termination, and when appropriate, a referral to legal authorities. An
administrator or supervisor may limit, suspend, or revoke an employee’s access to electronic resources at any
time.
B.
The district uses monitoring systems to monitor and detect inappropriate use and may use tracking systems to
track and recover lost or stolen equipment.
C.
By accessing the district’s network resources, employees acknowledge that they have read, understand, and
agree to abide by the provisions of Board Policy P-8 and these administrative procedures.
Acceptable Use
A.
An employee’s use of the district’s electronic resources shall be consistent with the district’s purpose, mission,
and goals, and shall be for educational and professional purposes.
B.
Incidental use of electronic resources for personal reasons is allowed provided that such use does not:
1.
disrupt or distract from the conduct of district business due to volume, timing or frequency;
2.
interfere with the employee’s duties;
3.
violate the provisions of these administrative procedures; and
4.
involve actions which may harm or otherwise disadvantage the district.
C.
Any employee who “publishes” on the Internet must abide by the district’s approved publishing procedures.
D.
All employees are expected to abide by the generally accepted rules of network etiquette. These include, but
are not limited to the following:
1.
Be polite.
2.
Do not be abusive in your messages to others.
3.
Use appropriate language.
4.
If told by a person to stop sending messages, the sender must stop.
Prohibited Uses
A.
The following uses of the district’s electronic resources are prohibited and just cause for termination of use
privileges, disciplinary action, and/or legal action.
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1.

Illegal use: any use that violates, or supports the violation of, federal, state, or local laws, and/or board
policy; any unauthorized use of copyrighted materials or material protected by trade secrets; any use in
violation of software license agreements; any use that constitutes plagiarism.
2.
Vandalism and/or theft: any deliberate attempt to damage the hardware, software, or information
residing on the district’s network or any other computer system attached through the Internet; violating,
or attempting to violate, the integrity of private accounts, files, or programs; deliberately infecting a
computer with a virus; hacking computers using any method; interfering with computer or network
performance; interfering with another’s ability to use equipment and systems; destroying data.
3.
Commercial use: any use for commercial purposes or activities resulting in personal financial gain,
including product advertisements and solicitations.
4.
Offensive or harassing behavior: any use of material, whether visual or textual, that may be deemed
profane, vulgar, abusive, threatening, obscene, or sexually explicit; distribution of disparaging or
harassing statements including those that might incite violence or that are based on race, national origin,
sex, sexual orientation, age, disability, or political or religious beliefs; posting of anonymous messages.
5.
Religious or political use: any use for a religious or political purpose, including religious proselytizing and
lobbying for student body elections.
6.
Security violations: using an account other than your own; accessing, or attempting to access accounts,
sites, servers, files, databases, or other systems for which an employee is not authorized (e.g. “hacking”
or using “spyware”); spreading computer viruses; degrading or disrupting network equipment, software,
or system performance; running applications or files that create a security risk; any other action that
threatens the security of the district’s electronic resources.
7.
Disseminating or accessing confidential information: transmitting confidential information about other
individuals or information that is classified as other than “public” under Utah’s Government Records
Access and Management Act without proper authorization; violating the privacy of others by reading or
posting e-mail or other private communications without obtaining the appropriate consent.
8.
Unnecessary uses: downloading or streaming audio or video files, or any other files that are not directly
related to ordinary course of business; forwarding or replying to chain letters, pyramid schemes,
“contests” or “fast cash” schemes; and posting or sending advertisements, unauthorized solicitations,
mass cross-postings, and uninvited mass mailings.
9.
Tampering: any attempt to bypass state, district, or school security; attempting to disable or bypass the
district’s Internet blocking/filtering software without authorization; adding, modifying, repairing, removing,
reconfiguring, or tampering with any device on the district’s network infrastructure.
VII. Violations and Discipline
A.
Authorized district employees will be responsible for determining what constitutes a violation of this policy.
Authorized district employees have the right to intercept or read a user’s email, review any material and to edit
or remove any material which they believe may be unlawful, obscene, defamatory, abusive, or otherwise
objectionable. If the district intends to impose any discipline other than revoking privileges, the employee will
be afforded appropriate due process.
B.
The following processes must be followed when reporting a violation:
1.
Notify a school administrator or the district’s IT department.
2.
The school administrator or member of the IT department will notify the human resources department,
and the appropriate law enforcement agency if necessary.
3.
The human resources department will guide the investigation and subsequent discipline.
4.
The human resources department may request assistance in the investigation from the IT department.
5.
Any substantiated violation and imposed discipline will be recorded in the employee’s personnel file.
C.
If in the course of performing his or her job duties, a member of the IT department views an image on a
computer or other electronic device that is or appears to be child pornography, state law requires the IT staff
member to immediately report the finding of the image to state or local law enforcement, the Cyber Tip Line at
the National Center for Missing and Exploited Children, or the Chief Information Officer.
VIII. Privacy of Information
A.
Nothing is private on the network. The district’s electronic resources are district property. Employees should
recognize there is no expectation of privacy as to their use of the district’s electronic resources. Therefore,
employees shall have no expectation of privacy in anything they create, store, send, delete, receive or display on
or over the district’s electronic resources, including personal files. The district reserves the right to monitor,
track, and log network access and use; monitor fileserver space utilization; and deny access to prevent
unauthorized, inappropriate or illegal activity.
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B.

The district shall cooperate fully with local, state and federal officials in any investigation concerning or related
to illegal activities. In addition, under Utah’s Governmental Records Access Management Act and the Federal
Educational Right to Privacy Act, persons outside the district may be able to request and receive information
regarding an employee’s communications and use of electronic resources.
IX. Storage of Personally Identifiable Information
A.
Personally identifiable information (PII) is information that, alone or in combination, is linked or linkable to a
specific individual that would allow a reasonable person in the school/district community, who does not have
personal knowledge of the relevant circumstances, to identify the individual with reasonable certainty.
1.
Examples of PII include an individual’s name, home address, social security number, biometric records,
date and place of birth, mother’s maiden name, etc.
2.
For students this information also includes the student’s parent or other family members; student number;
and/or address of the student or student’s family.
B.
Employees shall only access PII for those students/staff for which they have a right and a need to know such
information as determined by their job position.
C.
PII shall not be stored on any personal (non-district provided) cloud based storage utility such as Google Drive,
Dropbox, etc.
D.
Employees who store PII on a district mobile device must take all necessary precautions to protect the device
from being compromised, lost, or stolen. If a device containing PII is compromised, lost, or stolen, the loss
must be reported to the immediate supervisor and the district's IT department.
X.
Ownership of Messages, Data and Documents
A.
Except where required by law, all information contained in the district’s electronic resources are district
property. Therefore, all information created, sent, received, accessed or stored using these electronic resources
is the property of the district.
B.
Upon termination of employment, the district is under no obligation to provide access to personal files or other
information stored on the district’s electronic resouces.
XI. Security
A.
Security is a high priority on computer networks because of multiple users.
B.
Every employee must take appropriate security measures to protect his/her computer from unauthorized access.
Such measures include, but are not limited to, locking the computer when you are away from the device, and
locking doors to offices/rooms when no employee is present to monitor access.
C.
If a security problem is identified, the user must notify the system administrator immediately. Employees must
not demonstrate the problem to other users.
D.
You must report any of the following to a school administrator or the IT department:
1.
if you receive or obtain information to which you are not entitled;
2.
if you know of any inappropriate use of the network by others;
3.
if you believe the filtering software is not filtering a site or sites that should be filtered; or
4.
if you have information that users are using and/or accessing accounts other than their own.
XII. Filtering/Blocking Software
The district utilizes and consistently configures filtering/blocking software to block access to sites and materials that are
inappropriate, offensive, obscene, contain pornography, or are otherwise harmful to district personnel as required by
federal and state law. Filtering/blocking software is continuously in effect on the district’s electronic resources on and
off-site. The district will utilize its best efforts to block access to such inappropriate sites and materials, but cannot
warrant the complete effectiveness of its filtering/blocking software.
XIII. Disclaimer
The district makes no warranties of any kind, whether expressed or implied, for the services it is providing. Electronic
resources are provided on an “as is, as available” basis. The district will not be responsible for any damages an
employee may suffer while using its electronic resources. These damages may include but are not limited to: loss of
data resulting from delays, non-deliveries, or service interruptions caused by the system or by employee negligence,
error or omission. The district makes no promise or warranty to maintain or update its network, or the information
contained therein. The district may suspend or discontinue these services at any time. Use of any information obtained
via the information system is at the employee’s own risk. The district specifically denies any responsibility for the
accuracy or appropriateness of information obtained through electronic resources.

No district employee or student shall be subjected to discrimination in employment or any district program or activity on the basis of age, color, disability, gender, gender identity, genetic information, national
origin, pregnancy, race, religion, sexual orientation, or veteran status. The district is committed to providing equal access and equal opportunity in its programs, services and employment including its policies,
complaint processes, program accessibility, district facility use, accommodations and other Equal Employment Opportunity matters. The district also provides equal access to district facilities for all youth groups
listed in Title 36 of the United State Codes, including scouting groups. The following person has been designated to handle inquiries and complaints regarding unlawful discrimination, harassment, and retaliation:
Kathleen Banks,
Whitney
Christy,Compliance
Assistant Superintendent,
and Investigations,
440 East
440 East
100 South,
100 South,
Salt Lake
Salt Lake
City, City,
UtahUtah
84111,
84111,
(801)(801)
578-8251.
578-8388.
You may
You may
also also
contact
contact
the Office
the Office
for Civil
for Civil
Rights,
Rights,
Denver,
Denver,
CO, (303)
CO, (303)
844-5695.
844-5695.
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